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a b s t r a c t

This paper proposes an improved address ownership scheme in Mobile IPv6 (MIPv6). The authors com-
bine the idea of lossless compression with one-way hash function, and present an improved method to
protect the binding update in MIPv6 against redirect attacks.
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1. Introduction

Attacks against Internet routing have received much attention
in the IPv6 world. Mobile IPv6 (MIPv6) introduces new extensions
to the IPv6 protocol, specifying routing support to permit an IPv6
node to move around the Internet using its permanent home ad-
dress ðHoAÞ. In MIPv6, the home agent ðHAÞ plays an important role
in supporting node mobility. Through a home address ðHoAÞ regis-
tered to the HA, a mobile node ðMNÞ which is far away from its
home network can use the binding update ðBUÞ and binding
acknowledgement ðBAÞ messages exchanged between the MN
and its HA, and between the MN and its correspond node ðCNÞ, to
maintain reachability [5].

The binding update message contains the care-of-address ðCoAÞ
which is dynamically allocated on the foreign network in order to
provide information about the MN’s current point of attachment.
Upon receiving the binding update message, the receiving ends
(both HA and CNÞ update the current location of the MN to the
new address CoA. The HA will intercept any packets destined for
the HoA and tunnel them to the MN. The CN takes advantage of
the binding update by sending future messages directly to the
MN at its CoA. Since the binding update message is an extremely
significant piece of information to be well protected, its origin
should be authenticated in order to prevent redirect attacks
[5,10] from working.

1.1. Related works

In 2001, O’Shea and Roe first proposed a mechanism named
CAM (Child-proof Authentication for MIPv6) to secure the binding
update ðBUÞ against redirect attacks in MIPv6 [10]. The goal of CAM
is to provide minimum protection to BU when IPSec is not available
[10]. There are two advantages in CAM. First, the communicating
parties do not require a shared secret. Second, the utilization of a
certification authority (CA) or other security infrastructure is
avoided. The idea of CAM has been later adopted by many re-
searches as groundwork to develop various defense mechanisms
upon, not only to be used in MIPv6 [3,4,6,8], but also in IPv6 itself
to work against denial-of-service attacks [1,2,9]. So far, the idea of
CAM is still under discussion in the IETF Mobile IP Working Group.

In IPv6, a 128-bit IP address can be divided into a 64-bit subnet
prefix ðSPÞ and a 64-bit interface identifier. According to [10],
62 bits of the interface identifier can be used to store the crypto-
graphic hash of a public key, and the other 2 bits are for EUI-64 glo-
bal identifiers. The CAM performs as follows.

A mobile node MN self-generates a public/private key pair PKM

and SKM . The MN’s home address is denoted as HoA¼fSPkH62ðPKM ;

iÞg, where Hð�Þ is a one-way hash function and H62ð�Þ represents
only the leftmost 62 bits extracted to form the low order bits of
an IPv6 address; i is a random number used to prevent birthday
collisions herein. A BU message from the MN to its CN ðMN!CNÞ
is given by
fCoA;AddC ;HoA;PKM ;i;TM ;fHðCoA;AddC ;HoA;TMÞgsignMg, where

f�gsignM is MN’s signature signed with its private key SKM ;AddC is
CN’s IP address, and, TM is MN’s time-stamp. Upon receiving the
BU, the CN computes H62ðPKM;iÞ, and compares it with the leftmost
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62 of the low order bits of the HoA. If the HoA verification turns
out positive, then CN takes the PKM to verify fHðCoA;AddC ;HoA;TMÞg
signM . If positive, the CN accepts the BU. The later packets transmis-
sion will redirect to the MN’s CoA. Since no one except the private
key owner of the HoA can generate these verifiable information, the
CN is convinced that the MN is the owner of the CoA.

1.2. The security weakness of CAM

Basically, 62 bits are too few to gain strong security and real
protection against brute force attacks [1,4,9]. An attacker may
search through a large number of public/private key pairs for col-
lisions where there is the same HoA. Therefore, many improved
mechanisms have been proposed to solve this problem
[1,2,4,6,8,9]. Among the proposed mechanisms, [1,2,9] focus on
the security of IPv6 Neighbor or Router Discovery functions against
denial-of-service attacks, ignoring the solution to the address own-
ership problem in MIPv6. The other mechanisms require more
security infrastructures, e.g. CA or IPSec, to support their function-
alities in protecting a BU in MIPv6 [4,6,8]. These mechanisms are
complicated in computation. Here, to make a difference, we shall
propose an efficient method to solve these problems.

1.3. Objective of this paper

In this paper, we present a novel method to improve the ad-
dress ownership in MIPv6. The idea of a lossless compression algo-
rithm [7] will be introduced first and then combined with a secure
one-way hash function to complete our new method to protect the
MIPv6 binding update against redirect attacks. The proposed meth-
od breaks the limit of the 62-bit cryptographic address in CAM. It
reduces the complexity of the improved protocols ahead of it when
protecting BU against redirect attacks. Moreover, the proposed
method avoid the utilization of a CA and IPSec. It keeps the merit
of [10]; that is, the communicating parties do not need a shared
secret.

2. Our improved method

Let’s use the same notations as above. An MN first selects a key
pair PKM=SKM . Then, the MN computes X ¼ HðSP; PKM ; iÞ. Given a
public lossless compression algorithm LC which is one that guaran-
tees its decompressed output is bit-for-bit identical to the original
input. Suppose the original output K of Hð�Þ is 128 bits. The MN
computes the cryptographic address Y ¼ LC62ðXÞ, where LC62

means given an appropriate input X, its compression output is
62 bits. The LC must output 62 bits because the format of HoA
should be same as the CAM. Suppose the compression ratio CR
(the size of uncompressed results divided by the size of com-
pressed results) of LC is 0.25, and then the appropriate length of
X that should be used in LC62 can be computed by using the follow-
ing equation:

CR ¼ X � 62
K

;

where 64 6 X 6 128 and K is 128. In this case, the value of X is the
leftmost 94 bits of HðSP; PKM; iÞ. Here, the value of X 94 is just an
example ðCR ¼ ð94� 62Þ=128 ¼ 0:25Þ. In fact, the X can be flexible.
We can set the X arbitrarily. If the value is set to 128, the security of
our improved scheme is very well to protect against brute force at-
tack. That is to say, the CR is higher the security of our improved
scheme is higher. After computing the cryptographic address
Y ¼ LC62ðXÞ, the MN claims its home address HoA ¼ fSPkYg. This
HoA is publicly known. When the MN roams to another network,
it will send a BU to its CN. Note that the BU is entirely the same with
the original CAM:

BU ¼ fCoA;AddC ;HoA; PKM ; i; TM; fHðCoA;AddC ;HoA; TMÞgsignMg:

When the CN receives the BU, it decompresses the Y from the HoA.
In this case, the CN will obtain the original 94 bits again. Then, the
CN computes X0 ¼ HðSP; PKM ; iÞ and takes the leftmost 94 bits of X0

to make a comparison with the decompressed data. If the compar-
ison turns out positive, the CN continues its verification with
fHðCoA;AddC ;HoA; TMÞgsignM by using the public key PKM of the
MN. A positive verification result gives the CN strong confidence
that the MN in fact owns the claimed CoA and that there is nothing
wrong with the BU.

In the proposed method, the complexity of the brute force at-
tack is on the order of Oð294�1Þ. The CAM is only Oð262�1Þ. By
including the MN’s subnet prefix SP and a random number i in
the hash calculation HðSP; PKM ; iÞ, we can avoid an attacker from
searching each cryptographic address in the whole IPv6 networks
by just building up one lookup table that contains many public/pri-
vate key pairs [1]. Therefore, birthday attacks will take no effect.
However, the random number i is still needed in the hash calcula-
tion. If it were given up, an attacker would be able to easily build
up a lookup table aiming at a particular subnet, especially if the
subnet is very valuable.

With no shared secret needed and no certification authority or
other security infrastructure required in the proposed method, we
keep the merit of CAM in the proposed method.

3. Analyses

In this section, we shall analyze the new method. According to Ta-
ble 1, it is easy to discern that by taking in the idea of lossless com-
pression, the proposed method increases the security of CAM
substantially. If an attacker wishes to mount an impersonation at-
tack, with the proposed method in the way, he/she must attempt
294�1 tries to find a public key that will produce the same crypto-
graphic address. If the attacker can compute 100 billion hashes per
second, by using the CAM, he/she needs 266 days to find out a colli-
sion. However, facing the proposed method, the attacker will need 3
billion years. Hence, the security of our scheme is superior to CAM.

The proposed method makes use of the cryptographic address Y
of an MN’s home address HoA ¼ fSPkYg as compressed data. Since
the compression algorithm is publicly known, a CN can decompress
it into some original data and make a verification. An attacker who
wishes to mount a redirect attack will have as much trouble as
shown in Table 1 shows.

4. Discussions

When an MN computes its cryptographic address Y ¼ LC62ðXÞ,
the compression ratio of a lossless compression algorithm LC
may fluctuate as the value of X varies. Therefore, if the value of X
cannot produce an appropriate length (62 bits) cryptographic ad-
dress Y, the MN should select a new key pair PK 0M=SK 0M or just adjust
the value of i. Then, the MN can compute a new X ¼ HðSP; PKM ; iÞ
again to set up its HoA by following the steps described in Section
2. Note that the 0.25 compression ratio is just an example. The
question of how to choose an efficient and secure compression

Table 1
Comparisons between the proposed method and CAM

Item CAMa Oursb

If an attacker able to compute
1 million hashes/s 73,118 years 314,038 billion years
1 billion hashes/s 73 years 314 billion years
100 billion hashes/s 266 days 3 billion years

a 62 bits a cryptographic address.
b 94 bits a cryptographic address.
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algorithm is beyond the scope of this paper. However, if the chosen
compression algorithm can provide a higher compression ratio, the
proposed method can then provide stronger security protection.

In this paper, the 0.25 compression ration is just an example. It
sets the X to 94. Therefore, CR equals to 0.25((94 � 62)/128). Note
that our solution does not depends on the value CR and does not work
only if CR P 0:25. CR just let us determine the security of our im-
proved scheme. That is to say, the CR is higher the security of our im-
proved scheme is higher. Accurately, CR is between 0.015625 and
0.515625. We explain some examples in the following.

1. If we set the X to 64. Therefore, CR equals to 0.015625
((64 � 62)/128). The complexity of the brute force attack is on
the order of Oð264�1Þ. The CAM is only Oð262�1Þ.

2. If we set the X to 94. Therefore, CR equals to 0.25((94 � 62)/
128). The complexity of the brute force attack is on the order
of Oð294�1Þ. The CAM is only Oð262�1Þ.

3. If we set the X to 100. Therefore, CR equals to 0.296875
((100 � 62)/128). The complexity of the brute force attack is
on the order of Oð2100�1Þ. The CAM is only Oð262�1Þ.

4. If we set the X to 128. Therefore, CR equals to 0.515625
((128 � 62)/128). The complexity of the brute force attack is
on the order of Oð2128�1Þ. The CAM is only Oð262�1Þ.

We can see that the security of our scheme is superior to CAM.
We had proposed a flexible scheme to set the X arbitrarily. The CR
is higher the security of our improved scheme is higher.

Although an MN may need to put in some efforts when estab-
lishing an appropriate HoA, compared with the robustness pro-
vided in the binding update phase when roaming, the efforts that
the MN invests in the HoA establishment are worth every while.

5. Conclusions

In this paper, we improved the CAM address ownership scheme
in MIPv6. Our improved scheme combined the idea of lossless
compression with one-way hash function to protect the MIPv6
binding update message. It broke the limit of the 62-bit crypto-
graphic address in CAM. Hence, the security of our scheme is supe-
rior to CAM.
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